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Agenda

* Escalation of the Threat Landscape
e DNS ‘Watertorture’ DDoS Attacks
* Condusion/Q&A

“radware | 2



Today’s Presenters

Ron Meyran,
Senior Director, Cyber Threat Intelligence,
Radware

Dennis Uslé,
Director, Security Solutions Architecture, Radware

Jim Hodges,
Research Director, Cloud and Security, Heavy Reading
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Attacks Reaching New Heights
Radware Global Threat Analysis Report 2022

DDoS ATTACK TRENDS

S

150% 293  18mws 33

Growth in number Average number Average duration Max number of
of attacks of attacks per day of attacks above dissimilar attack
compared to 2021 per customer at 500Gbps vectors in a single
the end of 2022 attack
Growth in web application Percent of attacks due to Share of activity directed
transactions blocked predictable resource at retail & wholesale
location or injection attacks trade, high tech, and

carriers industries
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Threat Actors

Organized Hacktivists
Crime

Nation

Competitors States
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Catalysators For Increased Attack Surface

plal=2]x

State-sponsored

Patriotic T Range of
Hacktivism Attz_acks& Digitalization Vulnerabilities
Espionage
Catalysts of change

Pivot point: Feb 24, 2022
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Double Standards
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New Actors, Tools and Tactics

o

DISBALANECER oA

NN

FOR
RUSSIAN
PROPAGANDA

KILL

Download the App.
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Attack
Campaign on
Airports
October 202

BLEEPINGCOMPUTER f v
NEWS ~ DOWNLOADS ~ VIRUS REMOVAL GUIDES ~ TUTORIALS ~

US airports' sites taken down in DDoS attacks by pro-Russian
hackers

By Bill Toulas

Update: Title of story modified to indicate it was the sites taken down.

The pro-Russian hacktivist group 'KillNet' is claiming large-scale distributed denial-of-service (DDoS)
attacks against websites of several major airports in the U.S., making them unaccessible.

Notable examples of airport websites that are currently unavailable include the Hartsfield-Jackson
Atlanta International Airport (ATL), one of the country's larger air traffic hubs, and the Los Angeles
International Airport (LAX), which is intermittently offline or very slow to respond.

www.atl.com

Connection timed out e

Visit cloudflar m for more information,

Newark www.atl.com

Error
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Threat intelligence, Application security, Vulnerability management
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Killnet DDoS attacks inflicting damage
on healthcare: ‘This is war’
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The Killnet hacktivist group’s DDoS attacks against healthcare and the mass data
exfiltration in January was reportedly just the first round of targeting. Industry leaders

. ”alwarEbytESLABS Personal Business Pricing Partners

KillNet hits healthcare sector with
DDoS attacks

Posted: February 10, 2023 by Piete

i that the KillNet
) attacks.

At the end of January, the Health Sector Cybersecurity C
group is actively targeting the US healthcare sector with

The Cybersecurity and Infrastructure Security Agency (CISA) says it helped dozens of hospitals

Attach Campaign On Health Care February 2023

< Automatic Translation

R¢

¥ ATTENTION TO TEAMS THAT JOIN OUR
MISSION!

# Everyone hit L7 on 50 hospital targets - 50
states of America!

Alaska

https://www.providence.org
https://check-host.net/check-report
/e77f515k82d

Arizona

https://www.abrazohealth.com
https://check-host.net/check-report/e77f5a2kche
Arkansas

https://arksurgicalhospital.com
https://check-host.net/check-report/e779e33kf96
California

https://www.sclhealth.org
https://check-host.net/check-report/e7821b1kf6
Colorado

https://www.sclhealth.org
https://check-host.net/check-report/e7821b1kf6
Connecticut

https://gfp.griffinhealth.org
https://check-host.net/check-report
/e781374kbab

Delaware

https://christianacare.org
https://check-host.net/check-report
/e77a063kb3e

Florida

https://www.leehealth.org
https://check-host.net/check-report/e77fbeck78c
Georgia

https://www.northside.com
https://check-host.net/check-report

https://www.malwarebytes.com/blog/news/2023/02/killnet-
group-targets-us-and-european-hospitals-with-ddos-attacks

https://www.scmagazine.com/news/threat-intelligence/killnet-
ddos-attacks-inflicting-damage-on-healthcare-this-is-war
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Russian/Ukraine Conflict Ignites New Cyber War Era

Conflict extended beyond the two countries

Pro-Russian Hacktivist Groups

NoName057, Killnet cluster,
Anonymous Russia, Passion Group, etc

Attacking targets in countries that are
supporting Ukraine

Information Classification: General

Religious Groups

Anonymous Sudan, Mysterious Team
Bangladesh, DragonForce Malaysia, etc

Cyber attacks against targets who
supposedly insulted Muslims

“$radware | 12



SYDNEY, NSW, AUSTRALIA

During the final show of the Melbourne
Fashion Festival, Not A Man's Dream
caused a shock wave across the Muslim
community by featuring models wearing
designs with “Allah walks with me” ( 4l

B0 ()
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Several Muslim hacktivist groups join hacktivist crews Team insane pk,
Eagle Cyber, and Mysterious Team in #0pAustralia and #opsjentik

\\U”' = JJJ/ =[#opsjentik] =
L4 P —
\ e dont [oget angtinng

spoilt the whole body gets spoilt and that is the heart.

:',’ P
O"' 2
/ Jouch the heart > :
P\ - S
7 = %=  Yhere is a piece of flesh in the body if it becomes good T‘e! 'I ! “!ale.ol
A\ o ! . o~ (reformed) the whole body becomes good but if it gets

[Sahib al-Bukbari 52]

./ 7
// P s -] \\\.
_ #OpAustralia, #opsjentik
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As of Friday, March 17, Not A Man's
for Muslim hacktivists

ream pec

e a prominent target

%

Large scale denial-of-s Ment campalgn *
targeting Australia sta Sa rd

w
Over 70 Australian sites—includinathe public websites of governments,

ports, banks, and private busines have been the target of denial-of-
service attacks *

March 17
opsjenti First DDoS attacks % ware | 15



On Friday, March 24, Anonymous Sudan joins his
Muslim hacktivist brothers’ campaign

After assaulting Sweden, Denmark and France, announces
attacks on Australia

 Universities until Tuesday

e Airports on Wednesday and Thursday

 Hospitals on Friday and Saturday

Called in the help from the Killnet cluster, which it became
member of after its attacks on Sweden and Denmark

To date, Killnet and Anonymous Russia ignored the call

m #OpAustralia March 17

Melbourne Fashion Festival #opsjentik First DDoS attacks

KILL

ANONYMOUS SUDAN

March 24
Anonymous Sudan



#Oplsrael g

Anonymous Sudan

* Yearly escalation of attacks till April 7

Vs a0
" dagasdl @il 3 L8 Loy « Jublawl 8 10V Olyliie polgs GUI o
"85 b Gadgall
We are now attacking the sirens in Israel, including Iron Dome

" Good luck Gaza "

coee

s radware
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#Oplsrael 2023 — Take I

May 9-13, 2023

Anonymous Sudan

* Anonymous Sudan joins the Islamic
Jihad starting a cyber war against Israel

 Attacks against Israeli sites:
— Government Agencies
— Utilities
— Energy
— Civil defense

 We followed two sites:
— Red Colour

- ROtter " 53¢ L (§a993JL
We are now attacking the sirens in Israel, including Iron Dome

—

<radware | 18
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#Oplsrael 2023 — Red Colour

* Red Colour (in Hebrew: Tzevaadom - DITX Y2X)

— An early-warning radar system that warns
civilians of imminent attack by rockets

— On May 11, 6:17PM, Israel time, Red Colour
system is down for more than 3 hours

— Cyber security solution is... Cloudflare

A oitxvay - oy

ERL

£9

ary annm

mam

G2

opo

nnnnnnnn

Go gle

Information Classification: General

Anonymous Sudan

Connection timed out s«

= (@
LeHJ o
Erre
® hitpsy//www.tzevaadom.co.il/ | tzevaadom all of its servers are
out of service [ tzevaadom dsazll )15 lgeslgs asls
) httpsi//check-host.net/check-report/fde075aka0%
¥, https://check-host.net/check-report/fde19f5ksc
#AnonymousSudan
165 ¢ 141 130 &119 @Y1z QP15 F1
@1 @1
@ 19 10 comments >

OO..

¥radware |
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Recent Campaigns Introduce Disruptive L7 DDoS Attacks

Existing protection solutions fail to protect!

Higher in volume — Encrypted floods that Multiple, sophisticated
Ultra high RPS appear as legitimate evasion techniques
user traffic (randomized headers,

behind proxies, etc.)

QD — —

2radware | 20
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Escalation of the Threat Landscape

W Canada has expanded sanctions against Russia - 14 individuals and 34 legal entities were subject to restrictions@ The

Apr12 site of the Canadian bank Laurentian Bank was slammed: 3¢ https:/icheck-host net/check-report/f8732e2kbb 2p**Subscribe to**
Py noname057 16eng 1121 P . , . ]
10:30:26 —  [NoName057(16) ](https:/it. ne/noname05716) @ **Join our™ [DDoS-project ](https:/it.me/+fiTz615tQ6BhZWFi)*™ A\ Subscribe
to* [reserve channel |(hitps://t. me/noname05716_reserve)ru™Victory will be ours!**
[Repeat](https/t. me/noname05716/2767) we put the official website of Canadian Prime Minister Justin Trudeau, who most
rarantlu Termauadl hHne -1 molnanamaNETARITTEY that Yie nnt afraid Dueccian haclkarc"fmm- %W hitne- lnhocls haot natichanl ra B
Apr1 apr12 . #Opisrael #O0pspetir #FreePalestine Israeli Buni University website taken Offline now... hitps:/f/www.runi.ac.illen/ hitps://check-
: pr p psp ty p p
10:5¢ 140516  MysteriousTeam0 9251 st neticheck-report/f87d22bka5 Expect Us @
Apr 1 #0plsrael #0pspetir #FreePalestine Israeli 3 University website dropped.. hitps:fiwww openu.ac.ill Open University Of Israel
11:4¢€ Apr 12 MvsteriousT 0 3954 https://check-host.net/check-report/f87e378k46e hitps://in.bgu.ac.ilfen/pages/defauli.aspx Ben Gurion University hittps://check-
14:42:20 ysierous ieam =— host.net/check-report/f87e715k745 https://huji.ac.illfen Hebrew University Jerusalem hitps://check-host.net/check-re-
- port/f87e4f8ke93 Fck Israel.. Expect Us @
Apr 12 === Message forwarded by 'Mysterious Silent Force' <<< Hello Denmark CERTII We just launched a testing attack now...
1?%8'38 MysteriousTeam0 3264 Get Ready for 16th Aprl. Denmark CERT official website shut down for burming Quran.. hitps:/fwww cert.dk/ hitps://check- b_—
o host.net/check-report/f884d58k8 Expect Us @ —> Mysterious Silent Force.
=== Message forwarded by 'Mysterious Silent Force' <<= Greetings Danish MNational Bankll A test attack launched on your
‘1&5.}23;249 MysteriousTeam0 3265 cyberspace... Get Ready 16th Aprl.. Danish National Bank website shut down for burning Quran... htips://Awww national-
T banken_dk/en/Pages/Default aspx hitps://check-host net/check-report/f886e4dk909 Expect Us ' --= Mysternious Silent Force.

[elel T ] |
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Top Claiming
Actors

NoName057(16)
claimed almost 30%
of the attacks,
followed by
Anonymous Sudan
(18%) and Mysterious
Team (13%)

MysteriousTeam0
13%

Top Claiming Actors

B noname05716
B AncnymousSudan
B MysteriousTeam0
B Others
teaminsanepk
B PassionBotnet
B anon_by
B CyberArmyofRussia_Rebomn
user_sec
B AnonCyberVietNam
B ChaosSec
ChaosSec
1.24%
AnonCyberVietNam
1.62%
user_sec
2.7%
CyberArmyofRussia_Rebom
3.08%
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Mysterious Team claimed attacks by country

#OpAustralia

#Opindia

#Oplsrael

“radware | 23



Team Insane PK claimed attacks by country

#OpAustralia

#Oplsrael

“#radware | 24



Anonymous Sudan claimed attacks by country

#OpA ustrciz,llia

#Oplsrael
B
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Service Providers Under Attack

m #Windowsll #BuildaSmarterHome Reviews Best Products How-To News Newsletters

Home > Mews » Security

Microsoft Mitigates 3.47Tbps DDoS$ Attack,
a New Record

techradar pro risiisror susiess

Ransomware actors target VolP service with
another wave of DDoS attacks

The Record.

BEY RECORDED FUTURE

DDoS$ attacks hit multiple email providers

Information Classification: General

Canadian provider
held for ransom by DDOS
attack

HOWARD SOLOMON SEPTEMBER 20, 2021

‘tomorrow
belongs to those who smbrace it @ Q 2 gg
todsy

N E T trending tech innovation ~ business security advice buying guides

Home / Tech /S

/ tech -
'‘Carpet-bombing' DDoS attack takes down
South African ISP for an entire day
Carpet bombing - the DDoS technique that's just perfect for
attacking ISPs, cloud services, and data centers.
1 must read

2radware | 26



MIRAI, KAYE aka "BESTBUY”

Liberia

"THERE IS NO SUGGESTION THAT CELLCOM KNEW WHAT THE EMPLOYEE WAS DOING - BU
INDI\/IDUAL OFFERED KAYE WP TO $10,000 (£7,800) A MONTH TO USE HIS SKILLS TO DO AS I\/IUCH AS
POSSIBLE TO DESTROY LONESTAR'S SERVICE AND REPUTATION.”

Information Classification: General
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Attacks on DNS Infrastructure

The DNS infrastructure is A single-point-of-failure for all web traffic,
setting an ideal opportunity for attackers

O OCTOBER 2016 OCTOBER 2019 DECEMBER 2019 FEBRUARY 2020
Dyn DNS AWS Route 53 Nestle & Siemens Voting Website
Attacked by Mirai DNS service attacked, During the Holiday The FBI reported that a
Botnet, impacting the impacting the availability season, impacting the state-level attack on
availability of many, of AWS services availability voter registration and
including Twitter, worldwide of their services information website
Amazon, Tumblr, Reddit, worldwide using PRSD

Spotify and Netflix

2radware | 29
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https://www.bleepingcomputer.com/news/security/fbi-warns-of-ddos-attack-on-state-voter-registration-site/

oJol 1
[ J°
oce

Where do | go from here?

o Keep an open and critical mind

o Be prepared —where is your incident response plan?

o Red teaming —the attacker mindset

o Act as you were at war: “Shields Up!”
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DNS “Watertortu re
DDoS Attacks

Dennis Usle

, . )
Director, Security Solutions Architectur
May 2023

T 1
Information Classification: Genera
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Anatomy of Advanced Cyber Attacks

Are organizations evolving as dynamically as the threats are?

Layer 3-4 attacks <
are getting more Attacks on DNS cause
sophisticated and great damage, even to /\/

go under the radar (low the biggest vendors

volume floods) DDoS attack are shifting to

the APPLICATION layer

22
=
Traffic ENCRYPTION

opens the door to
powerful attacks

“2radware | 33
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Challenges with DNS Protection

Attack Coverage Deployment Flexibility Protection Accuracy
New sophisticated Bi-directional deployment Failure to distinguish
attackers take advantage only with detection based between legitimate & attack
of the DNS-protocol on DNS error responses DNS queries results in false

behavior to generate which is often too late for positives and requires
more powerful attacks the DNS server manual protection

Knocking-out the DNS infrastructure of an organizations means
cutting-off access to all web-based assets

$radware | 34
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DNS Attack: History

The DNS infrastructure is a single-point-of-failure for all web traffic,
setting an ideal opportunity for attackers

O OCTOBER 2016

Dyn DNS

Attacked by Mirai
Botnet, impacting the
availability of many,
including Twitter,
Amazon, Tumblr,
Reddit, Spotify and
Netflix

Information Classification: General

OCTOBER 2019

AWS Route 53

DNS service attacked,
impacting the
availability of AWS
services worldwide

DECEMBER 2019

Holiday-Peak

Attacks

During the Holiday
season, impacting the
availability

of known brands
services worldwide
during peak traffic times

FEBRUARY 2020

Voting Website

The FBI reported that
a state-level attack on
voter registration and
information website
using PRSD

MARCH 2023*

Global Campaign*

Radware has identified
multiple DNS subdomain
attacks towards multiple
domains, that seem to be
from the same botnet or
origins, with similar
patterns

“$radware | 35
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DNS Attack: Anatomy of ‘Water Torture’

File Edit Viev Go Cepture Analyze Statistics Telephony Wireless Tools Help

DNS QUERY A @ LEmBERe=>=7T sEEAQaQH

[T 2poly a display fiter __<Ctrl-/> =3 -] Expression... | +

abcdefgl.example.com b Tme  sore Destratn _rotot Length o
1568 8.8084367 109.224.84.4 .51.4 DNS 91 Standard query @xb196 ARwtupmj.www.pizza.com OPT
I 1561 0.8048369 B81.74.239.185 51.4 91 Standard query @x189c Alqfitcp.www.pizza.com OPT
a deeng'exa m p e com 1562 6.804876 81.74.239.185 51.4 91 Standard query @x189c Algfitcp.www.pizza.com OPT
1563 8.804872 85.38.28.78 51.4 91 Standard query @xc997 ARwnyjih.www.pizza.com OPT
a de efg3.exa m ple com 1564 0.904874 85.38.28.70 51.4 91 Standard query @xc997 Alnyjih.www.pizza.com OPT
1565 8.884875 94.76.167.2 51.4 95 Standard query @xafef Afcdylsjyjav.wew.pizza.com.

and so on

AUTHORITATIVE

1566 @.8843877
1567 8.804378
1568 @.004880

94.76.1087.2
78.38.244.122
78.38.244.122

.51.4
.51.4
.51.4

95 Standard query @xafef A
87 Standard query @xecss A

L dylsyjav.wm.pizza.com..
ap . www. pizza. com OPT

87 Standard query @xecs5 A

bip . ww. pizza. com OPT

Answer RRs: @
Authority RRs: @
s o

—_ » Frame 1: 82 bytes on wire (656 bits), 82 bytes captured (656 bits)
\ f— / DNS SERVER » Ethernet II, Src: Dell B9:4f:38 (@0:14:22:@0:47:3@), Dst: Juniperl_77:18:83 (0@:85:85:77:18:83)
I Internet Protocol Version 4, Src: 85.44.243.107, Dst: 51.4
BOTNETS (EXAM PLECOM) © User Datagram Protocol, Src Port: 51812 (51812), Dst Port: 53 (53)
4 Domain Name System (query)
/ \ Transaction ID: @xdaa?
| | | —— b Flags: @x@0@ Standard query
= - — - — \ / Questions: 1

= | = = . A\ weslitta
| == = —= [ 4 urehmzyr.www.pizza.com: type A, class IN
=ll=zll=: \ \ f— 7/ Name: urehmzyr.ww.pizza.com
\ \£/ [Name Length: 22]
[Label Count: 4]
OPEN RESOLVERS 73RN Type: A (Host Address) (1)
7 N\ Class: IN (8x0001

@ 7 Frame (frame), 82 bytes || Packets: 926 - Displayed: 9926 (100.0%) - Load time: 0:0.66|| Profile: Default |

CACHE DNS SERVER

Q The Attacker commands his botnets @ Open resolvers send random queries to Cache DNS Servers

Many bots start to send a small number of
random queries to open resolvers

Cache DNS Servers send random queries to Authoritative
DNS Servers

[elel T 3
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Random Subdomains Flood — Non Radware

Perimeter Front End

ooee
0
oe

DDoS
PROTECTION

SR — = ——

Internet I-C-z @ -
' 3 < —

rw56gj.store.com  1b-domains
www.store.com
www.store.com
gjk78j.store.com
kl9pvb.store.com
9486hjgj.store.com
B _hisToﬁst_or(;co_m =
h7némi.store.com
checkout.store.com
www.store.com

www.store.com

: Alteon
Firewall IPS DNS

QPS Rate-Limit

Prone to False Positive

37 radware | 37
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Random Subdomains Flood — Radware

Perimeter Front End

ooee
0
oe

PROTECTION g
i'.J | . = -» ’ I T ...........
;_ Internet y--13 .. — === I HEL N EE oo
N\ ‘ y ? S — Al
. teon
Firewall
ub-domains IPS DNS

rw56gj.store.com
www.store.com
www.store.com
gjk78j.store.com
klI9pvb.store.com
9486hjgj.store.com
history.store.com
h7n6mi.store.com
checkout.store.com
www.store.com
www.store.com

Block: *.store.com

Allow: www.store.com, history.store.com, checkout.store.com

3§ radware | 38
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DNS Attack: Protection

Allowlist DNS Anti-Spoofing Carrier/SP Focus

8

* Allowlist enforcement * Improved DNS C/R * New DNS tunneling threats
e 24x7 or under attack * NS-record challenge * DNS over HTTPS
 FQDN to prevent dictionary * Reduce risks of false positives * Enriched visibility

Eliminate randomization attacks — the only automated behavioral solution for this type of DNS threat!

$radware | 39
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Radware High-Level Attack Mitigation Technology

BEHAVIORAL-BASED REAL TIME
DETECTION @ SIGNATURE CREATION
o\ Block O-day attacks in seconds

Patented algorithm with
limited false positives

———
BEYOND SOURCE -——4 DEDICATED ATTACK
€ IP BLOCKING ~—4 HARDWARE
Blocking Dynamic IP With no impact on

& behind-the-CDN attacks legitimate traffic

2radware | 40
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