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Security Best Practices for an Evolving 
Threat Landscape
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Agenda 

• Escalation of the Threat Landscape

• DNS ‘Watertorture’ DDoS Attacks

• Conclusion / Q&A
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Today’s Presenters 

Ron Meyran, 
Senior Director, Cyber Threat Intelligence, 
Radware

Dennis Uslé, 
Director, Security Solutions Architecture, Radware

Jim Hodges, 
Research Director, Cloud and Security, Heavy Reading
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Threat Landscape
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Growth in number 
of attacks 

compared to 2021

Radware Global Threat Analysis Report 2022

Attacks Reaching New Heights

150%
Average number 

of attacks per day 
per customer at 
the end of 2022

29.3
Average duration 
of attacks above 

500Gbps

18HRS
Max number of 
dissimilar attack 

vectors in a single 
attack

38

Growth in web application 
transactions blocked

128%
Percent of attacks due to 

predictable resource 
location or injection attacks

75%
Share of activity directed 

at retail & wholesale 
trade, high tech, and 

carriers industries

60%

DDoS ATTACK TRENDS

WEB APP ATTACK TRENDS
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Threat Actors

HacktivistsOrganized 
Crime

Nation 
States

SkidsCompetitors

Angry 
People
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Catalysators For Increased Attack Surface

Digitalization Range of 
Vulnerabilities

Catalysts of change
Pivot point: Feb 24, 2022

Patriotic 
Hacktivism

State-sponsored 
Attacks & 
Espionage
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Double Standards
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New Actors, Tools and Tactics
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Attack 
Campaign on 
Airports 
October 2022
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Attach Campaign On Health Care February 2023

https://www.scmagazine.com/news/threat-intelligence/killnet-
ddos-attacks-inflicting-damage-on-healthcare-this-is-war

https://www.malwarebytes.com/blog/news/2023/02/killnet-
group-targets-us-and-european-hospitals-with-ddos-attacks
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Russian/Ukraine Conflict Ignites New Cyber War Era
Conflict extended beyond the two countries

Pro-Russian Hacktivist Groups

NoName057, Killnet cluster, 
Anonymous Russia, Passion Group, etc

Attacking targets in countries that are 
supporting Ukraine

Religious Groups 

Anonymous Sudan, Mysterious Team 
Bangladesh, DragonForce Malaysia, etc

Cyber attacks against targets who 
supposedly insulted Muslims
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SYDNEY, NSW, AUSTRALIA

During the final show of the Melbourne 
Fashion Festival, Not A Man's Dream 
caused a shock wave across the Muslim 
community by featuring models wearing 
designs with “Allah walks with me” ( الله

ي  
ييمش  مع  )

March 11, 
Melbourne Fashion Festival



Information Classification: General

14

March 11, 
Melbourne Fashion Festival

#OpAustralia, #opsjentik

Several Muslim hacktivist groups join hacktivist crews Team insane pk, 
Eagle Cyber, and Mysterious Team in #OpAustralia and #opsjentik
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March 11, 
Melbourne Fashion Festival

#OpAustralia
#opsjentik

March 17
First DDoS attacks

As of Friday, March 17, Not A Man's Dream became a prominent target 
for Muslim hacktivists

Large scale denial-of-service and website defacement campaign 
targeting Australia started on Saturday, March 18

Over 70 Australian sites—including the public websites of governments, 
ports, banks, and private businesses—have been the target of denial-of-
service attacks
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March 11, 
Melbourne Fashion Festival

#OpAustralia
#opsjentik

March 17
First DDoS attacks

March 24
Anonymous Sudan

After assaulting Sweden, Denmark and France, announces 
attacks on Australia
• Universities until Tuesday
• Airports on Wednesday and Thursday
• Hospitals on Friday and Saturday

Called in the help from the Killnet cluster, which it became 
member of after its attacks on Sweden and Denmark

To date, Killnet and Anonymous Russia ignored the call

On Friday, March 24, Anonymous Sudan joins his 
Muslim hacktivist brothers’ campaign
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• Yearly escalation of attacks till April 7

#OpIsrael 
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• Anonymous Sudan joins the Islamic 
Jihad starting a cyber war against Israel

• Attacks against Israeli sites:
– Government Agencies

– Utilities

– Energy

– Civil defense

• We followed two sites:
– Red Colour

– Rotter

#OpIsrael 2023 – Take II
May 9-13, 2023
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• Red Colour (in Hebrew: Tzevaadom - (צבע אדום

– An early-warning radar system that warns 
civilians of imminent attack by rockets

– On May 11, 6:17PM, Israel time, Red Colour
system is down for more than 3 hours

– Cyber security solution is… Cloudflare

#OpIsrael 2023 – Red Colour



Information Classification: General

20

Existing protection solutions fail to protect!

Recent Campaigns Introduce Disruptive L7 DDoS Attacks

Multiple, sophisticated 
evasion techniques 

(randomized headers, 
behind proxies, etc.) 

Encrypted floods that 
appear as legitimate 

user traffic

Higher in volume –
Ultra high RPS
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Escalation of the Threat Landscape
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Top Claiming 
Actors

NoName057(16) 
claimed almost 30% 
of the attacks, 
followed by 
Anonymous Sudan 
(18%) and Mysterious 
Team (13%)
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Mysterious Team claimed attacks by country
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Team Insane PK claimed attacks by country
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Anonymous Sudan claimed attacks by country
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Service Providers Under Attack
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“THERE IS NO SUGGESTION THAT CELLCOM KNEW WHAT THE EMPLOYEE WAS DOING - BUT THE 

INDIVIDUAL OFFERED KAYE UP TO $10,000 (£7,800) A MONTH TO USE HIS SKILLS TO DO AS MUCH AS 

POSSIBLE TO DESTROY LONESTAR'S SERVICE AND REPUTATION.”

MIRAI, KAYE aka “BESTBUY”
MTS vs CELLCOM 
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Carpet Bombing
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Victim ASN

Targeted DDoS Carpet Bombing DDoS

Victim IP

Spread attack traffic 
randomly across all IP in 
victim AS

detection
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Attacks on DNS Infrastructure

Dyn DNS 
Attacked by Mirai
Botnet, impacting the 
availability of many, 
including Twitter, 
Amazon, Tumblr, Reddit, 
Spotify and Netflix

AWS Route 53 
DNS service attacked, 
impacting the availability 
of AWS services 
worldwide

Nestle & Siemens 
During the Holiday 
season, impacting the 
availability 
of their services 
worldwide

Voting Website
The FBI reported that a 
state-level attack on 
voter registration and 
information website 
using PRSD

OCTOBER 2016 OCTOBER 2019 DECEMBER 2019 FEBRUARY 2020

The DNS infrastructure is A single-point-of-failure for all web traffic, 
setting an ideal opportunity for attackers

https://www.bleepingcomputer.com/news/security/fbi-warns-of-ddos-attack-on-state-voter-registration-site/
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o Keep an open and critical mind

o Be prepared – where is your incident response plan?

o Red teaming – the attacker mindset

o Act as you were at war: “Shields Up!”

Where do I go from here? 



Information Classification: General

Thank You
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Dennis Usle

Director, Security Solutions Architecture

May 2023

DNS ‘Watertorture’ 
DDoS Attacks
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Are organizations evolving as dynamically as the threats are?

Anatomy of Advanced Cyber Attacks

DDoS attack are shifting to 

the APPLICATION layer 

Traffic ENCRYPTION
opens the door to 
powerful attacks

Attacks on DNS cause 
great damage, even to 
the biggest vendors 

Layer 3-4 attacks 
are getting more 
sophisticated and 
go under the radar (low 
volume floods)
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Challenges with DNS Protection

Deployment Flexibility Protection AccuracyAttack Coverage

New sophisticated 
attackers take advantage 

of the DNS-protocol 
behavior to generate 

more powerful attacks

Bi-directional deployment 
only with detection based 

on DNS error responses 
which is often too late for 

the DNS server

Failure to distinguish 
between legitimate & attack 
DNS queries results in false 

positives and requires 
manual protection

Knocking-out the DNS infrastructure of an organizations means 
cutting-off access to all web-based assets
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DNS Attack: History

Dyn DNS 
Attacked by Mirai 
Botnet, impacting the 
availability of many, 
including Twitter, 
Amazon, Tumblr, 
Reddit, Spotify and
Netflix

AWS Route 53 
DNS service attacked, 
impacting the 
availability of AWS 
services worldwide

Holiday-Peak 
Attacks
During the Holiday 
season, impacting the 
availability 
of known brands 
services worldwide 
during peak traffic times

Voting Website
The FBI reported that 
a state-level attack on 
voter registration and 
information website 
using PRSD

OCTOBER 2016 OCTOBER 2019 DECEMBER 2019 FEBRUARY 2020

The DNS infrastructure is a single-point-of-failure for all web traffic, 
setting an ideal opportunity for attackers

MARCH 2023*

Global Campaign*
Radware has identified 
multiple DNS subdomain 
attacks towards multiple 
domains, that seem to be 
from the same botnet or 
origins, with similar 
patterns

https://www.bleepingcomputer.com/news/security/fbi-warns-of-ddos-attack-on-state-voter-registration-site/
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DNS Attack: Anatomy of ‘Water Torture’

The Attacker commands his botnets

Many bots start to send a small number of 
random queries to open resolvers 

DNS QUERY 
abcdefg1.example.com
abcdefg2.example com 
abcdefg3.example com 
and so on

BOTNETS

ATTACKER

CACHE DNS SERVER 

OPEN RESOLVERS 

AUTHORITATIVE 
DNS SERVER 

(EXAMPLE.COM) 

1

2

3

4

Open resolvers send random queries to Cache DNS Servers

Cache DNS Servers send random queries to Authoritative 
DNS Servers

1

2

3

4
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Random Subdomains Flood – Non Radware

37

Perimeter Front End

DNS
Firewall IPS

Alteon
Random sub-domainsrw56gj.store.com

www.store.com
www.store.com
gjk78j.store.com
kl9pvb.store.com

9486hjgj.store.com
history.store.com
h7n6mi.store.com

checkout.store.com
www.store.com
www.store.com

QPS Rate-Limit
Prone to False Positive
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Random Subdomains Flood – Radware

38

Perimeter Front End

DNS
Firewall IPS

Alteon
Random sub-domainsrw56gj.store.com

www.store.com
www.store.com
gjk78j.store.com
kl9pvb.store.com

9486hjgj.store.com
history.store.com
h7n6mi.store.com

checkout.store.com
www.store.com
www.store.com

Allow: www.store.com, history.store.com, checkout.store.com

Block: *.store.com
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DNS Attack: Protection

DNS Anti-Spoofing Carrier/SP FocusAllowlist

• Allowlist enforcement

• 24x7 or under attack

• FQDN to prevent dictionary

• Improved DNS C/R

• NS-record challenge 

• Reduce risks of false positives

• New DNS tunneling threats

• DNS over HTTPS

• Enriched visibility 

Eliminate randomization attacks – the only automated behavioral solution for this type of DNS threat!
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Radware High-Level Attack Mitigation Technology

REAL TIME 
SIGNATURE CREATION
Block 0-day attacks in seconds

BEYOND SOURCE 
IP BLOCKING
Blocking Dynamic IP 
& behind-the-CDN attacks

BEHAVIORAL-BASED 
DETECTION
Patented algorithm with 
limited false positives

DEDICATED ATTACK 
HARDWARE
With no impact on 
legitimate traffic
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Thank You!


